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Oracle Identity Manger  Course Content:35-40hours

Course Outline

Introduction to Oracle Identity Manager 11g

· Discuss the course agenda and objectives

Identity Management and Identity Administration: Overview

· Discuss the importance of identity management

· Discuss identity management benefits, values, terminology, and functional aspects

· Describe the identity administration infrastructure

Launching Oracle Identity Manager

· Compare Oracle WebLogic Server, Oracle Identity Manager Server, and Oracle SOA Server

· Start the Oracle WebLogic Server, the Oracle Identity Manager Server, and the Oracle SOA Server

· Start the Oracle Identity Manager Web-based Console

· Start the Oracle Identity Manager Design Console

· Start the Oracle SOA web-based consoles

· Identify the differences among the consoles from Oracle Identity Manager and Oracle SOA

Understanding Oracle Identity Manager

· Identify the Oracle Identity Management product suite

· Explain the role of Oracle Identity Manager in identity management

· Discuss business challenges and solutions Oracle Identity Manager addresses

· Identify tiers and components of the Oracle Identity Manager architecture

· Discuss use cases for Oracle Identity Manager

· Explain key features of Oracle Identity Manager for identity management: reconciliation and provisioning

Understanding Organizations, Roles, and Users

· Compare users, roles and organizations

· Compare organizations and child roles

· Compare parent roles and child roles

· Group roles into a category

· Compare types of Oracle Identity Manager users

· Recognize Oracle Identity Manager user membership in organizations and roles

· Create, read, update, and delete records and attributes for Oracle Identity Manager organizations, users, and roles

· Assign a role to an Oracle Identity Manager user

Using Predefined Connectors (Initial Onboarding)

· Identify an Oracle Identity Manager connector

· List the connectors in the Oracle Identity Manager Connector Pack

· Describe the ways to transfer connectors from one environment to another

· Take advantage of the benefits and best practices of using connectors

· Identify two tools used to import and export connectors: Connector Installer and Deployment Manager

· Explain how the Connector Installer is used to import connectors for external resources

· Configure a connector to make it operable within the Oracle Identity Manager environment

Understanding Manual and Automated Provisioning

· Identify and compare resources and Oracle Identity Manager connectors

· Describe how connectors are used to assign resources to users

· Explain how assigning resources to users differs from provisioning resources to users.

· Discuss three ways to assign and provision a resource to an Oracle Identity Manager user:

· Compare manual provisioning and autoprovisioning

Understanding Approval Processes and Requests

· Explain the request workflow and approval process

· Define the components for the request workflow and approval processes

· Examine how the components affect a provisioning process

· Identify default request datasets and request templates

· Use JDeveloper to deploy SOA composites

· Model a request template and dataset

· Assign an approval process to an approval policy

· Create requests

Understanding Reconciliation

· Define reconciliation

· Identify and compare two types of reconciliation associated with Oracle Identity Manager: authoritative and account reconciliation

· Discuss three reconciliation events that Oracle Identity Manager can perform with a resource

· Explain authoritative reconciliation and account reconciliation conceptually

· Identify scheduled tasks

· Discuss the role that scheduled tasks have with authoritative reconciliation and account reconciliation

· Explain how to implement authoritative reconciliation and account reconciliation workflows

Managing Authorization Policies

· Define the concept of authorization and differentiate it from authentication

· Identify the components of an authorization policy

· Decide when to implement authorization policies

· Describe out-of-the-box authorization policies and the roles associated with those policies

· Identify the entity types available when defining authorization policies

· Create authorization policies assigning entity-specific permissions and attributes

· Specify data constraints for an authorization policy

Managing Reports

· Identify and compare six types of reports that an administrator can create for Oracle Identity Manager organizations, roles, and users:

· List different reports available with Oracle Identity Manager

· Identify Oracle Business Intelligence (BI) Publisher, the reporting tool for Oracle Identity Manager

· Explain how to configure Oracle BI Publisher so that it can be used to create reports for Oracle Identity Manager organizations, roles, and users

· Create reports with Oracle BI Publisher

Auditing, Monitoring, and Logging for Oracle Identity Manager

· Identify and compare auditing, monitoring, and logging in the Enterprise Manager Fusion Middleware Control

· Discuss requirements and business challenges associated with auditing

· Identify the Oracle Fusion Middleware Audit Framework

· Describe features, the architecture, data flow, and technical concepts of this framework

· Explain how Oracle Identity Manager framework is used for monitoring purposes

· Discuss benefits of logging

· Identify log files specific to Oracle Identity Manager

Transferring Oracle Identity Manager Configurations

· Identify and describe the Deployment Manager

· Describe the methods, advantages, and best practices for transferring configurations from one Oracle Identity Manager environment to another

· Discuss how to export and import configurations
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